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ELECTRONIC COMMERCE

TRADING PARTNER AGREEMENT

THIS AGREEMENT is between <Vendor> and the Military Sealift Command (MSC). <Vendor> and MSC are sometimes individually referred to in this Agreement as "Trading Partner" or “party”, or collectively as "Trading Partners" or “parties.”

I. INTRODUCTION

a. Electronic Commerce (EC) is the interchange and processing of information using electronic technologies for accomplishing business transactions based upon the application of commercial standards and practices.  Electronic technologies as used in this Agreement refers to the use of Electronic Data Interchange (EDI) and MSC’s Web Interface System technology for the exchange of electronic transactions between MSC and its Trading Partners (TPs) through the MSC Electronic Commerce Center (ECC). 

(1).
EDI is the electronic exchange of data contained in routine business transactions, in a public standard format (i.e., American National Standards Institute (ANSI) Accredited Standards Committee (ASC) X12).
(2).
The Web Interface System is an MSC adopted capability that allows its TPs to login and transmit electronic business forms or other transactions over the Internet. Additionally, the system provides secure file transport across the Internet regardless of the file type.

(3).
Electronic transactions refers specifically to EDI Transaction Sets (TS) and Implementation Conventions (ICs) or Guidelines (IGs), electronic forms, and secure file transfer. 

(4).
The ECC provides MSC with a centralized capability to send and receive electronic business information.  The center supports the translation and transmission of EDI either via a traditional Value Added Network (VAN) or the Internet.  The ECC utilizes the Web Interface System as a secure and economical means of extending electronic commerce to non-EDI capable TPs. 
b. This Agreement prescribes the general procedures and policies to be followed when electronic transactions are used for transmitting and receiving data in mutually agreed upon electronic formats in lieu of creating paper documents normally associated with the conduct of business between <Vendor> and MSC.

c. <Vendor> and MSC voluntarily choose to participate in EC. 

<Vendor> and MSC agree, by executing this Agreement, to be bound by the terms and conditions of this Agreement as additional to those of any underlying contract separately entered into between <Vendor> and MSC.

NOW THEREFORE, in consideration of the mutual covenants contained herein, the parties hereto agree as follows:

II. SCOPE

Information exchanged through electronic transactions will be the same as that currently required on paper documents for those business transactions agreed to by both parties through either Addenda A or B or both to this Agreement.

III. DURATION

a. The original Agreement will remain with the MSC contracting officer and a copy will be furnished to <Vendor>.

b. This Agreement will commence on the date of the underlying contract or contract modification incorporating this Agreement, and shall remain in effect unless terminated by either party hereto pursuant to Section X of this Agreement.

IV. STANDARDS

a. The intent of this Agreement is to create a legally binding obligation upon the TPs using electronic transactions and to ensure that (1) use of any electronic equivalent of documents referenced under this Agreement shall be deemed by the parties to be an acceptable practice in the ordinary course of business and (2) such electronic documents shall be admissible as evidence on the same basis as customary paper documents. Subject to the terms herein, the parties intend to be legally bound by the electronic documents.

b. The EDI documents (Transaction Sets) recognized by the ANSI ASC X12 identified in Addendum A of this Agreement will be transmitted over a third-party network identified in Addendum A of this Agreement between the TPs. Web Interface System transactions will be transmitted over the Internet in accordance with the conditions set forth in Appendix B of this Agreement.

c. (EDI Only) The TPs shall adhere to the published ASC X12 standard for Transaction Sets (TS) and shall comply with MSC conventions for ASC X12 TS as identified in Addendum A.

d. (EDI Only) The TPs will take reasonable steps, as necessary, to upgrade systems, software, and procedures in order to support the current version of the ASC X12 standard as specified in Addendum A.  After the effective date of this Agreement, a TP must give at least 90 days notice to the other TP of intent to upgrade to a new published ASC X12 standard.  Both TPs shall upgrade to that new standard within 120 days of the receipt of the preceding notice.  If either TP is unable to upgrade within such 120 days, it shall give written notice as soon as practicable (and within such 120 day period) to the other TP of a date by which it expects to complete such upgrade, or that it shall not perform the upgrade.

e. Each TP shall be responsible for providing its own computer hardware and computer software necessary to receive and transmit electronic transactions.

f. Electronic transactions with TPs will undergo a mutually agreed upon initial testing based upon a mutually agreed upon test plan and testing period, in which electronic transactions will be sent electronically and corresponding paper documents will be sent by mail. At the completion of this initial testing period, if the parties determine the test to be successful, the mailing of paper documents will cease. In the event of any dispute between the TPs during this initial testing period, the paper document shall control.

g. Receipt of an electronic transaction, for prompt pay or other purposes, shall be deemed to occur when a TP picks up the electronic transaction from its computer, or from the TP's electronic mailbox on its third-party network. The TPs agree to collect the contents of their mailboxes a minimum of twice a day on business days of the United States Government. 

h. If any properly transmitted document is received in an unintelligible or garbled form, the receiving party shall promptly notify the originating party (if identifiable from the received document) in a reasonable manner.  The originating party shall promptly retransmit the document until the receiving party acknowledges receipt. In the absence of such a notice, the originating party’s records of the contents of such document shall control.

i.  Any document properly transmitted pursuant to this Agreement shall be considered to be a “writing” or “in writing” and any such document when containing, or to which there is affixed, a signature that is according to the terms of this Agreement shall be deemed for all purposes to have been “signed” and to constitute an “original” when printed from electronic files or records established and maintained in the normal course of business.

V. TRANSACTIONS AUTHORIZED

Electronic transactions are authorized to be conducted as specified in Addenda A and B, which are made a part of this Agreement. These Addenda may be supplemented by particular specifications and requirements, and additional Addenda as mutually agreed upon in writing by the TPs.

VI. AGREEMENT REVIEW

This Agreement will be reviewed as needed by the TPs for discussion regarding changes, additions, or deletions as may be desirable.  Mutual consent in writing shall be required to make such changes to the Agreement.

VII. INTERRUPTION OF SERVICE
In the event there is an interruption of electronic transmissions, paper documents will be used until mutually agreed that electronic transmissions procedures can be resumed.

VIII. START-UP AND CONTINUING EC OPERATIONS

a. Each TP is responsible for establishing and maintaining its EC operation.

b. Each TP agrees to maintain, as necessary, trained operators and support personnel possessing the ability to perform its EC day-to-day operations. Each TP is responsible for training its respective operators and other personnel involved in EC, and this requirement extends to having qualified operators to cover periods of vacations and other absences.

c. Each TP shall maintain self-evaluation of its EC performance and take corrective action to maintain performance at mutually acceptable levels.

IX. SECURITY

a. The TPs agree to utilize adequate security practices (1) to ensure that the transmission of each electronic transaction is authorized and (2) to protect records and data from improper access. TPs shall protect and maintain confidentiality of passwords used for EDI or Internet access. Each TP further agrees that its software shall provide adequate protection for password security. The TPs shall maintain the same standards of confidentiality, security, care, and diligence regarding electronic transactions as with paper contracting documents.

b. The Web Interface System provides Internet security using data encryption.  The data or file itself is encrypted using Microsoft CryptoAPI before being transmitted over the Internet. Secure Sockets Layer (SSL), a method of encryption that encrypts the channel the data travels, will be implemented in the future thereby enabling the system to provide dual encryption
X. TERMINATION

a. This Agreement may be terminated by either TP for any or no reason by the giving of at least 30 days written notice designating the date of termination.

b. Without prejudice to sub-paragraph (a) above, this Agreement may be terminated by either TP if the other TP's EC performance level is unacceptable and that TP does not correct such performance within 15 calendar days after written notification. Once terminated for unacceptable EC performance, the Agreement will not be submitted by one party to the other for renewal until the TP having unacceptable EC performance provides sufficient evidence acceptable to the other TP that performance deficiencies have been corrected.

c. Termination of this Agreement shall have no effect on transactions occurring prior to the effective date of termination.

d. Emergency termination of computer connections may be made by the TPs to protect data from unauthorized access or other incidental damage. Such action does not constitute termination of this Agreement. Prompt notice of the emergency termination shall be provided to the other TP.

e. Any such action outlined above does not excuse either TP from its obligation to perform under any applicable United States Government contract, purchase order, delivery order, or other obligation. 

All such terms and conditions remain in full force and effect. In addition, any such action outlined above will not entitle <Vendor> to a price increase or MSC to a price decrease under any underlying United States Government contract, purchase order, delivery order, or other obligation.

f. In the event that this Agreement is terminated, paper documents shall be used until mutually agreed that EC procedures can be resumed.

XI. THIRD-PARTY NETWORK (EDI Only)

a. Each TP shall use a third-party network of its choice. Such third-party networks selected by the Parties as of the effective date of this Agreement to transmit, translate, or carry data between the TPs shall be identified in Addendum A.

b. Each TP shall be responsible for the costs of its own third-party network.

c. Each TP shall use a third-party network that such TP reasonably believes has the capability to provide reasonable system data security, including without limitation, data integrity, error-free protocol, identification code and password protection, and encrypting. The requirements and specifications for such capability are set forth in Addendum A. In the event that the requirements and specifications for such capability conflict with any term or condition of the Articles of this Agreement, the terms and conditions of this Agreement shall control.

d. Either TP may replace its third-party network upon at least 30 days written notice to the other TP. Any requested changes to the system configuration must be compatible with the other TP's protocols. Neither TP will incur any liability for costs associated with the action of the other TP in changing networks; however, the right to terminate this Agreement still applies.

XII. SIGNATURE

a. Each TP will use a code in each electronic transmission as its discrete authenticating code in lieu of a written signature and as the equivalent of a written signature.

b. Each TP agrees not to disclose its own discrete authenticating code or that of the other TP to any unauthorized person or entity.

c. Each TP agrees that its authenticating code shall be sufficient to assure that such TP originated the electronic transmission.

d. The Receipt of either TP’s authenticating code on an electronic transaction shall signify its intent to be bound by the electronic transaction as well as the terms and conditions of any underlying contract, purchase order, delivery order, or other obligation. Each TP may change its authenticating code from time to time upon 10 days prior written notice to the other party.

XIII. CONTRACTOR’S ELECTRONIC RECORDS

If information is maintained on a computer, <Vendor> shall retain the computer data on a reliable medium for the time periods prescribed in applicable regulations and underlying contracts. <Vendor> may transfer computer data in machine-readable form from one reliable computer medium to another.  Transfer procedures shall maintain the integrity, reliability, and security of the original computer data. <Vendor> shall also retain an audit trail describing the data transfer.

XIV. CERTIFICATIONS INCORPORATED BY REFERENCE
In those instances where current payment requests require a certification by <Vendor> that specific requirements have been met - e.g., request has been prepared from books and records kept in the ordinary course of business, work has been performed or items have been delivered, as the request is correct to the best of knowledge and belief, 

etc. - then <Vendor> certification shall be deemed to be incorporated by reference.  Each data transaction exchanged shall be deemed to contain the certification required as if a paper document had been manually executed. <Vendor>  agrees not to set up the lack of a hard-copy manually signed certification as defense in case of a subsequent dispute.

XV.  EVIDENCE OF SHIPMENT
As prescribed in the Federal Acquisition Regulation for contracts awarded on a free on board (f.o.b.) destination basis, <Vendor> shall retain, and make available to the Government for review as necessary, the following evidence of shipment documentation for a period of 3 years after final payment under the contract:

1. If transportation is accomplished by common carrier, a signed copy of the commercial bill of lading for the supplies covered by <Vendor> invoice, indicating the carrier's intent to ship the supplies to the destination specified in the contract

2. If transportation is accomplished by parcel post, a copy of the certificate of mailing.

3. If transportation is accomplished by other than common carrier or parcel post, a copy of the delivery document showing receipt at the destination specified in the contract.

<Vendor> is not required to submit evidence of shipment documentation with its invoice.
XVI. WHOLE AGREEMENT
This Agreement and Addenda A and B constitute the entire Agreement between the TPs regarding EC.  No change in the terms and conditions of this Agreement shall be effective unless approved in writing and signed by both TPs. As the TPs develop additional capabilities respecting EC, additional Addenda may be added to this Agreement if mutually agreed in writing. Each Addendum shall be signed and dated by both TPs. The date of the last signature shall be the effective date, and each Addendum shall be appended to this Agreement.

XVII. MISCELLANEOUS

a. This Agreement shall be governed and interpreted in accordance with the laws, statutes, and regulations of the United States Government and shall be subject to the terms and conditions of the underlying contract.

b. No waiver by a TP of any breach or default hereunder shall constitute a waiver of any subsequent breach or default.

c. All notices under this Agreement shall be in writing and shall be given by mailing them to the address identified below:

<Vendor>:                                                            
MSC:



Title  
Contracting Officer

Street

City, State, Zip Code
914 Charles Morris Court, S.E

Washington Navy Yard, DC 200398-5540

Attn: Designated Point of Contact
Attn: N10




ADDENDUM A

ADMINISTRATIVE INFORMATION 

FOR

EDI TRANSACTION PROCESSING

All the information requested below must be provided to validate this EDI Trading Partner Agreement Addendum. 
1. Commercial Trading Partner (TP) Identification.  <Vendor>

2. Government TP Identification. Headquarters, Logistics Engineering Branch, N712, Engineering Management Systems Division, N71, Engineering Directorate, N7, Military Sealift Command (MSC).

3. TPs Points of Contact.  The following are the parties’ respective points-of-contact/EDI coordinators.

a.
MSC

Management or Functional POC


Technical POC

Name: John Burkhardt, N712C 
Name: TBD

Address: 914 Charles Morris Court, S.E. Washington Navy Yard,  DC 200398-5540


Address: 914 Charles Morris Court, S.E. Washington Navy Yard, DC 200398-5540

Telephone: 202-685-5784


Telephone: 


FAX: 202-685-5223


FAX: 


b. <Vendor>

Management or Functional POC
Technical POC



Name: 


Name: 

Address: 


Address: 



Telephone: 


Telephone: 



FAX: 


FAX: 

4. VAN Information.  The following information identifies each party’s initial third party EDI value-added network (VAN):

a.
MSC

VAN Name: Sterling Commerce

Address: Columbus, Ohio

VAN Technical POC: Sterling Customer Service

Telephone: 800-877-4300

FAX: N/A
Contract Expiration Date: Agreement automatically renews for successive one-year terms. MSC or the VAN may terminate the agreement at any time in its sole discretion on 90 days prior written notice to the other party.

b. 
 <Vendor>
VAN Name: 

Address: 

VAN Technical POC: 

Telephone: 
FAX: N/A
Contract Expiration Date: Agreement automatically renews for successive one-year terms. <Vendor> or the VAN may terminate the agreement at any time in its sole discretion on 90 days prior written notice to the other party.

5. X12 Identifier Codes. 

a.
The following codes describe each party’s ASC X12 Identifier (ISA05, Interchange ID Qualifier). Qualifier codes are listed in Volume 1 of the ASC X12 Standards in Section X12.5, Interchange Control Structure.

<Vendor>: xx



MSC: ZZ

b. 
The following unique codes will serve as each party’s ASC X12 Sender Identifier Code in the ISA Data Interchange Control Segment (ISA06, Interchange Sender ID).  These should be coordinated with each party’s EDI VAN.

 <Vendor>: xxxxxxxx


MSC: MSCECC1

c.
The following unique codes will serve as each party’s ASC X12 Receiver Identifier Code in the ISA Data Interchange Control Segment (ISA08, Interchange Receiver ID).  These should be coordinated with each party’s EDI VAN.

 <Vendor>: xxxxxxxx


MSC: MSCECC1

(Note: A party’s Receiver Identifier Code is normally the same as the party’s Sender Identifier Code if the party is using a single EDI VAN for all EDI processing.)

d. 
The following types of codes describe each party’s ASC X12 Application Sender/Receiver Identifier Codes (GS02 Application Sender’s Code/GS03 Application Receiver’s Code).

(Sender)

<Vendor>: xxxxxxx


MSC: MSCECC1

(Receiver)
<Vendor>: xxxxxxx


MSC: MSCECC1

6. Authorized Transaction Sets and Conventions. The following transaction sets shall be used for EDI transmission between <Vendor> and MSC. Delivery of the data, in accordance with contractual requirements, is considered to occur with the conveyance of the required data to the MSC Electronic Commerce Center (ECC) EDI server. The ECC provides MSC with a centralized capability to send and receive electronic business information.  The center supports the translation and transmission of EDI via a VAN .
a. 
 <Vendor> will transmit:

X12 810 Invoice transaction set. ASC X12 Version 4 Release 1.

b.
MSC will transmit response:

X12 997 Functional Acknowledgment transaction set. ASC X12 Version 4 Release 1.

c.
The following Government implementation conventions will be used:

MSC 810 Invoice Implementation Convention, <date> [Based upon the DoD Approved IC 810C Invoice (Commercial Invoice), Release 004010D810C0]

997 Functional Acknowledgement Implementation Convention (Based upon the Federal Approved IC 997 Functional Acknowledgment, Version Control Number 004010F997_0)

7. Interchange Control Header (ISA), Interchange Acknowledgment (TA1), and Functional Group Header (GS) Content: Follow Federal Government Implementation Guidelines, ANSI ASC X12 Version/Release 004010 (Part 10) dated 8 January 1999. These guidelines are available via the Internet at the NIST EC/EDI Internet site. Contact the MSC ECC EDI server technical support personnel for more information on current outer envelope exchange requirements.

8. Data Security: MSC and <Vendor> agree to use coding within the ISA envelope structure to confirm the authenticity of the data conveyed within the transaction sets as a means of adding security to business sensitive data. Specifically, MSC will separately identify the data contents for the ASC X12 Authorization Information (ISA02 data element) and Security Information (ISA04 data element). Authorized coding will be exchanged in a secure manner between organizational designated data security officials and maintained in a secure fashion.

ADDENDUM B

ADMINISTRATIVE INFORMATION 

FOR

WEB INTERFACE SYSTEM TRANSACTION PROCESSING

All the information requested below must be provided to validate this Web Interface System Trading Partner Agreement Addendum. 
1. Commercial Trading Partner (TP) Identification. <Vendor>

2. Government TP Identification. Headquarters, Logistics Engineering Branch, N712, Engineering Management Systems Division, N71, Engineering Directorate, N7, Military Sealift Command (MSC).

3. TPs Points of Contact.  The following are the parties’ respective points-of-contact/Web Interface System coordinators.

a.
MSC

Management or Functional POC


Technical POC

Name: John Burkhardt, N712C


Name: TBD

Address: 914 Charles Morris Court, S.E. 

Washington Navy Yard, DC 200398-5540


Address: 914 Charles Morris Court, S.E. 

Washington Navy Yard, DC 200398-5540

Telephone: 202-685-5784


Telephone: TBD


FAX: 202-685-5223


FAX: TBD



b.
 <Vendor> 

Management or Functional POC
Technical POC



Name: Designated Point of Contact

Name: Designated Point of Contact

Address: Street

City, State, Zip Code

Address: Street

City, State, Zip Code


Telephone: 


Telephone: 



FAX: 
FAX: 



4.  Electronic Commerce Center (ECC). The ECC provides MSC with a centralized capability to send and receive electronic business information.  The center utilizes the Web Interface System as a secure and economical means of extending electronic commerce to non-EDI capable TPs. 

5. Web Interface System Overview. The Web Interface System provides the graphical user interface (GUI) for TPs workstations to use when working with the forms and files that are exchanged with the ECC. Each time the Web Interface System is visited, the system will attempt to connect to the ECC to retrieve any new forms or files. TPs may choose to work "On-line" while connected to the Internet or "Off-line" and send the forms the next time connection is made to the Internet. 

The main components of the Web Interface System are the "Inbox", "Outbox", "Archive", "Transfer Agent", "Forms List" and "Online". 

a. The "Inbox" stores the forms that have been sent by MSC.

b. The "Outbox" stores the forms that TPs send to MSC.

c. The “Archive” provides a storage area for storing the forms generated by the TPs.

d. The “Transfer Agent” provides a client interface that is used for transferring files securely over the   Internet.

e. The "Forms List" on the desktop is a drop-down list of all the available electronic business forms that TPs can exchange with MSC.

f. The "Online" checkbox is also provided on the Desktop and when selected this check box indicates that the Web Interface System is connected to the Web Server. 

Detailed description of the use of the Desktop and its functionality are provided via "On-line" help. The "On-line" help can be accessed by clicking the 'help' button on any of the components of the Web Interface System.
6.  System Requirements. The requirements for using the Web Interface System are as follows:

a. Workstation with access to the Internet

(1). 486DX PC or compatible (66 MHz or better)

(2). MB Memory (16 MB Memory preferred)

(3). 10 MB available hard disk space 

(4). VGA color monitor (256 colors and 640 x 480 resolution)

b. Microsoft Internet Explorer 5.0.

7. Installation/Registration Requirements. To install the Web Interface System, go to www.msc.navy.mil/ecommerce. 

a. To register, enter the login ID and password provided to you by MSC. 

b. Next click the 'View License Agreement' button. Read the License Agreement and close it by clicking on the 'close' button.

c. Then click the 'accepted' button. The system may prompt you to reboot – this will probably only happen one time during the initial installation.

d. When prompted, enter the location on your computer where you would like the Internet trade files to be installed, the default is C:\MSC. 

The files will be automatically downloaded from your MSC mailbox. You will be notified when the download is complete.

8. Web Interface System Access Procedures. All programs necessary to run the Web Interface System are stored in the Bin folder.  Once you have successfully installed and registered with Web Interface System, the following steps must be taken to access the program:
a. Using Windows Explorer, click on the MSC folder (created during the installation process). 

b. In the Bin folder, double click on the “desktop.htm” file.

9. Web Interface System Support. Contact MSC technical support at msceccsupport@sra.com for problems experienced with the installation or operation of the Web Interface System. Additional information on the Web Interface System and its components can be obtained from the “On-Line Help” feature.
STAND ALONE 

WEB INTERFACE SYSTEM

TRADING PARTNER AGREEMENT
WEB INTERFACE SYSTEM

TRADING PARTNER AGREEMENT

THIS AGREEMENT is between <Vendor> and the Military Sealift Command (MSC). <Vendor> and MSC are sometimes individually referred to in this Agreement as "Trading Partner" or “party”, or collectively as "Trading Partners" or “parties.”

I. INTRODUCTION
a. Electronic Commerce (EC) is generally defined as the paperless or electronic exchange of business data. One of the technologies associated with EC is electronic business forms or transactions commonly transmitted between Trading Partners (TPs) via the Internet. 

b. MSC has the web-based capability to conduct EC with its TPs utilizing a software program called the Web Interface System as a secure and economical means of extending electronic commerce.  For specified business forms, Web-based forms are offered for those trading partners who do not choose to use EDI. Additionally, the system provides secure file transport across the Internet regardless of the file type.  The Web Interface System uses a "mailboxing" system to store incoming and outgoing information.

c. This Agreement prescribes the general procedures and policies to be followed when the Web Interface System is used for transmitting and receiving data in mutually agreed upon formats in lieu of creating paper documents normally associated with the conduct of business between <Vendor> and MSC.

d. <Vendor> and MSC voluntarily choose to participate in EC via the Web Interface System.
<Vendor> and MSC agree, by executing this Agreement, to be bound by the terms and conditions of this Agreement as additional to those of any underlying contract separately entered into between <Vendor> and MSC.

NOW THEREFORE, in consideration of the mutual covenants contained herein, the parties hereto agree as follows:

II. SCOPE

Information exchanged through the Web Interface System will be the same as that currently required on paper documents for those business processes agreed to by both parties through Addendum A to this Agreement.

III. DURATION

a. The original Agreement will remain with the MSC contracting officer and a copy will be furnished to <Vendor>.

b. This Agreement will commence on the date of the underlying contract or contract modification incorporating this Agreement, and shall remain in effect unless terminated by either party hereto pursuant to Section X of this Agreement.

IV. STANDARDS

a. The intent of this Agreement is to create a legally binding obligation upon the TPs using the Web Interface System to ensure that (1) use of any electronic equivalent of documents referenced under this Agreement shall be deemed by the parties to be an acceptable practice in the ordinary course of business and (2) such electronic documents shall be admissible as evidence on the same basis as customary paper documents. Subject to the terms herein, the parties intend to be legally bound by the electronic transaction.

b. Web Interface System transactions will be transmitted over the Internet in accordance with the conditions set forth in Appendix A of this agreement.

c. Each TP shall be responsible for providing its own computer hardware and software necessary to receive and transmit electronic transactions.

f. Electronic transactions with TPs will undergo a mutually agreed upon initial testing based upon a mutually agreed upon test plan and testing period, in which electronic transactions will be sent electronically and corresponding paper documents will be sent by mail. At the completion of this initial testing period, if the parties determine the test to be successful, the mailing of paper documents will cease. In the event of any dispute between the TPs during this initial testing period, the paper document shall control.

g. Receipt of an electronic transaction, for prompt pay or other purposes, shall be deemed to occur when a TP picks up the transaction from its electronic mailbox on the Internet. The TPs agree to collect the contents of their mailboxes a minimum of twice a day on business days of the United States Government. 

h. If any properly transmitted document is received in an unintelligible or garbled form, the receiving party shall promptly notify the originating party (if identifiable from the received document) in a reasonable manner.  The originating party shall promptly retransmit the document until the receiving party acknowledges receipt. In the absence of such a notice, the originating party’s records of the contents of such document shall control.

i. Any document properly transmitted pursuant to this Agreement shall be considered to be a “writing” or “in writing” and any such document when containing, or to which there is affixed, a signature that is according to the terms of this Agreement shall be deemed for all purposes to have been “signed” and to constitute an “original” when printed from electronic files or records established and maintained in the normal course of business.

V. TRANSACTIONS AUTHORIZED

Electronic transactions are authorized to be conducted as specified in Addendum A, which are made a part of this Agreement. This Addendum may be supplemented by particular specifications and requirements, and additional Addenda as mutually agreed upon in writing by the TPs.

VI. AGREEMENT REVIEW

This Agreement will be reviewed as needed by the TPs for discussion regarding changes, additions, or deletions as may be desirable.  Mutual consent in writing shall be required to make such changes to the Agreement.

VII. INTERRUPTION OF SERVICE

In the event there is an interruption of EC, paper documents will be used until mutually agreed that EC procedures can be resumed.

VIII. START-UP AND CONTINUING EC OPERATIONS

a.  Each TP is responsible for establishing and maintaining connectivity to the Web Interface System.
b. Each TP agrees to maintain, as necessary, trained operators and support personnel possessing the ability to perform its EC day-to-day operations. Each TP is responsible for training its respective operators and other personnel involved in EC, and this requirement extends to having qualified operators to cover periods of vacations and other absences.

c. Each TP shall maintain self-evaluation of its EC performance and take corrective action to maintain performance at mutually acceptable levels.

IX. SECURITY

a. TPs agree to utilize adequate security practices to (1) ensure that the transmission of each electronic transaction is authorized and (2) protect records and data from improper access. TPs shall protect and maintain confidentiality of passwords used for the Web Interface System access.  Each TP further agrees that its internal software and networks shall provide adequate protection for password security. The TPs shall maintain the same standards of confidentiality, security, care, and diligence regarding electronic transactions as with paper contracting documents.

b. The Web Interface System provides Internet security using data encryption.  The data or file itself is encrypted using Microsoft CryptoAPI before being transmitted over the Internet. Secure Sockets Layer (SSL), a method of encryption that encrypts the channel the data travels, will be implemented in the future thereby enabling the system to provide dual encryption.

X. TERMINATION

a. This Agreement may be terminated by either TP for any or no reason by the giving of at least 30 days written notice designating the date of termination.

b. Without prejudice to sub-paragraph (a) above, this Agreement may be terminated by either TP if the other TP's EC performance level is unacceptable and that TP does not correct such performance within 15 calendar days after written notification. Once terminated for unacceptable performance, the Agreement will not be submitted by one party to the other for renewal until the TP having unacceptable EC performance provides sufficient evidence acceptable to the other TP that performance deficiencies have been corrected.

c. Termination of this Agreement shall have no effect on transactions occurring prior to the effective date of termination.

d. Emergency termination of computer connections may be made by the TPs to protect data from unauthorized access or other incidental damage. Such action does not constitute termination of this Agreement. Prompt notice of the emergency termination shall be provided to the other TP.

e. Any such action outlined above does not excuse either TP from its obligation to perform under any applicable United States Government contract, purchase order, delivery order, or other obligation. All such terms and conditions remain in full force and effect. In addition, any such action outlined above will not entitle <Vendor> to a price increase or MSC to a price decrease under any underlying United States Government contract, purchase order, delivery order, or other obligation.

f. In the event that this Agreement is terminated, paper documents shall be used until mutually agreed that electronic procedures can be resumed.

XI. SIGNATURE

a. Each TP will use a code in each electronic transaction as its discrete authenticating code in lieu of a written signature and as the equivalent of a written signature.

b. Each TP agrees not to disclose its own discrete authenticating code or that of the other TP to any unauthorized person or entity.

c. Each TP agrees that its authenticating code shall be sufficient to assure that such TP originated the electronic transaction.

d. Receipt of either TP’s authenticating code shall signify its intent to be bound by the electronic transaction as well as the terms and conditions of any underlying contract, purchase order, delivery order, or other obligation. Each TP may change its authenticating code from time to time upon 10 days prior written notice to the other party.

XIII. CONTRACTOR’S ELECTRONIC RECORDS

If information is maintained on a computer, <Vendor> shall retain the computer data on a reliable medium for the time periods prescribed in applicable regulations and underlying contracts. <Vendor> may transfer computer data in machine-readable form from one reliable computer medium to another.  Transfer procedures shall maintain the integrity, reliability, and security of the original computer data. <Vendor> shall also retain an audit trail describing the data transfer.

XIV. CERTIFICATIONS INCORPORATED BY REFERENCE
In those instances where current payment requests require a certification by <Vendor> that specific requirements have been met - e.g., request has been prepared from books and records kept in the ordinary course of business, work has been performed or items have been delivered, as the request is correct to the best of knowledge and belief, 

etc. - then <Vendor> certification shall be deemed to be incorporated by reference.  Each data transaction exchanged shall be deemed to contain the certification required as if a paper document had been manually executed. <Vendor>  agrees not to set up the lack of a hard-copy manually signed certification as defense in case of a subsequent dispute.

XV.  EVIDENCE OF SHIPMENT
As prescribed in the Federal Acquisition Regulation for contracts awarded on a free on board (f.o.b.) destination basis, <Vendor> shall retain, and make available to the Government for review as necessary, the following evidence of shipment documentation for a period of 3 years after final payment under the contract:

1. If transportation is accomplished by common carrier, a signed copy of the commercial bill of lading for the supplies covered by <Vendor> invoice, indicating the carrier's intent to ship the supplies to the destination specified in the contract

2. If transportation is accomplished by parcel post, a copy of the certificate of mailing.

3. If transportation is accomplished by other than common carrier or parcel post, a copy of the delivery document showing receipt at the destination specified in the contract.

<Vendor> is not required to submit evidence of shipment documentation with its invoice.
XVI. WHOLE AGREEMENT
This Agreement and Addenda A and B constitute the entire Agreement between the TPs regarding EC.  No change in the terms and conditions of this Agreement shall be effective unless approved in writing and signed by both TPs. As the TPs develop additional capabilities respecting EC, additional Addenda may be added to this Agreement if mutually agreed in writing. Each Addendum shall be signed and dated by both TPs. The date of the last signature shall be the effective date, and each Addendum shall be appended to this Agreement.

XVII. MISCELLANEOUS

a. This Agreement shall be governed and interpreted in accordance with the laws, statutes, and regulations of the United States Government and shall be subject to the terms and conditions of the underlying contract.

b. No waiver by a TP of any breach or default hereunder shall constitute a waiver of any subsequent breach or default.

c. All notices under this Agreement shall be in writing and shall be given by mailing them to the address identified below:

<Vendor>:                                                            
MSC:



Title  
Contracting Officer

Street

City, State, Zip Code
914 Charles Morris Court, S.E

Washington Navy Yard, DC 200398-5540

Attn: Designated Point of Contact
Attn: N10




ADDENDUM A

ADMINISTRATIVE INFORMATION 

FOR

MSC WEB INTERFACE SYSTEM TRANSACTION PROCESSING

All the information requested below must be provided to validate this Web Interface System Trading Partner Agreement Addendum. 
1. Commercial Trading Partner (TP) Identification. <Vendor>
2. Government TP Identification. Headquarters, Logistics Engineering Branch, N712, Engineering Management Systems Division, N71, Engineering Directorate, N7, Military Sealift Command (MSC).

3. TPs Points of Contact.  The following are the parties’ respective points-of-contact/Web Interface System coordinators.

a.
MSC
Management or Functional POC


Technical POC

Name: John Burkhardt, N712C


Name: TBD

Address: 914 Charles Morris Court, S.E. 

Washington Navy Yard, DC 200398-5540


Address: 914 Charles Morris Court, S.E. 

Washington Navy Yard, DC 200398-5540

Telephone: 202-685-5784


Telephone: TBD



FAX: 202-685-5223


FAX: TBD



b.
 <Vendor> 

Management or Functional POC
Technical POC



Name: Designated Point of Contact

Name: Designated Point of Contact

Address: Street

City, State, Zip Code

Address: Street

City, State, Zip Code


Telephone: 


Telephone: 



FAX: 


FAX: 

4.  Electronic Commerce Center (ECC). The ECC provides MSC with a centralized capability to send and receive electronic business information.  The center utilizes the Web Interface System as a secure and economical means of extending electronic commerce to non-EDI capable TPs. 

5. Web Interface System Overview. The Web Interface System provides the graphical user interface (GUI) for TPs workstations to use when working with the forms and files that are exchanged with the ECC. Each time the Web Interface System is visited, the system will attempt to connect to the ECC to retrieve any new forms or files. TPs may choose to work "On-line" while connected to the Internet or "Off-line" and send the forms the next time connection is made to the Internet. 

The main components of the Web Interface System are the "Inbox", "Outbox", "Archive", "Transfer Agent", "Forms List" and "Online". 

a. The "Inbox" stores the forms that have been sent by MSC. 

b. The "Outbox" stores the forms that TPs send to MSC.

c. The “Archive” provides a storage area for storing the forms generated by the TPs.

d. The “Transfer Agent” provides a client interface that is used for transferring files securely over the Internet.

e. The "Forms List" on the desktop is a drop-down list of all the available electronic business forms that TPs can exchange with MSC. 

f. The "Online" checkbox is also provided on the Desktop and when selected this check box indicates that the Web Interface System is connected to the Web Server. 

Detailed description of the use of the Desktop and its functionality are provided via "On-line" help. The "On-line" help can be accessed by clicking the 'help' button on any of the components of the Web Interface System.
6.  System Requirements. The requirements for using the Web Interface System are as follows:

b. Workstation with access to the Internet

(1). 486DX PC or compatible (66 MHz or better)

(2). MB Memory (16 MB Memory preferred)

(3). 10 MB available hard disk space 

(4). VGA color monitor (256 colors and 640 x 480 resolution)

c. Microsoft Internet Explorer 5.0 (available free from Microsoft’s web site).

7. Installation/Registration Requirements. To install the Web Interface System, go to www.msc.navy.mil/ecommerce. 

e. To register, enter the login ID and password provided to you by MSC. 

f. Next click the 'View License Agreement' button. Read the License Agreement and close it by clicking on the 'close' button.

g. Then click the 'accepted' button. The system may prompt you to reboot – this will probably only happen one time during the initial installation.
h. When prompted, enter the location on your computer where you would like the Internet trade files to be installed, the default is C:\MSC. 

The files will be automatically downloaded from your MSC mailbox. You will be notified when the download is complete.

8. Web Interface System Access Procedures. All programs necessary to run the Web Interface System are stored in the Bin folder.  Once you have successfully installed and registered with Web Interface System, the following steps must be taken to access the program:
c. Using Windows Explorer, click on the MSC folder (created during the installation process). 

d. In the Bin folder, double click on the “desktop.htm” file.

9. Web Interface System Support. Contact MSC technical support at msceccsupport@sra.com for problems experienced with the installation or operation of the Web Interface System. Additional information on the Web Interface System and its components can be obtained from the “On-Line Help” feature.
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