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Section B - Supplies or Services and Prices 
 
 
 
ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
0001  1 Dollars, 

U.S. 
$  $   

 Oracle Professional IT Technical Support 
FFP 
FOB: Destination 
PURCHASE REQUEST NUMBER: N0003352696102 
  

 

   
  
 
 NET AMT $  
 
 ACRN AA 

CIN: N00033526961020001 
 

 $  
 

               

(b) (4)

(b) (4)

(b) (4)(b) (4)
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Section C - Descriptions and Specifications 
 
 

PERFORMANCE WORK STATEMENT 
 
Title: Department Head Afloat Management System (DHAMS) Remediation 
 
I.Objective 
To obtain contractor services for security remediation of the Department Head Afloat Management System 
(DHAMS) system and obtain an Authority to Operate (ATO) by the end of the calendar year. 
 
II.Background  
 
MSC Civilian Mariners (CIVMARs) are supported afloat by the Military Sealift Command - Department Head 
Afloat Management System (MSC-DHAMS) application, a Win32 bit Delphi application, which provides time and 
attendance data to the Human Resources Management System (HRMS) and receives Leave and Earnings data.  
Timely receipt of this data is critical to payroll processing.  MSC-DHAMS assists the user in various afloat 
management functions, such as, maintaining personnel records, pay, leave information, billet assignments, collateral 
duty assignments for each billet (e.g., rescue duties, lifeboat assignment, firefighting station, etc.), budgeted dollars 
from Maintenance and Repair (M&R) projects, time and attendance labor hours, and providing related reports.  
Reports and forms may be printed or exported to a file. 
 
MSC N6 Department holds the source code for and maintains application sets used to support DHAMS, and is 
seeking contractual support to remediate security vulnerabilities and security findings of the DHAMS application, in 
order for DHAMS to be able to obtain a Certification and Accreditation (C&A) Authority to Operate (ATO). 
 
III.Tasks 
The Contractor shall provide the following services in accordance with task 4.3 of the contract’s performance work 
statement 
 
Task 1 – DHAMS Security Remediation  
 
1.1 The Contractor shall complete, within the defined period of performance, an analysis of the DHAMS security 

posture and determine all of the DHAMS vulnerabilities that are applicable to the Security Technical 
Implementation Guidelines (STIGs). 

1.2 Verify and validate DOD, DON, MSC security requirements affecting system certification and accreditation in 
conjunction with the DHAMS Functional Sponsor (N1), the (N62) Afloat Information Assurance Manager 
(N62), and the N61 Program Manager (N61). 
 

1.3 The Contractor shall standup a DHAMS unit-test environment, at US Information Technologies facility, using 
the Government Furnished Equipment and Materials defined in the Performance Work Statement, Section VI: 
Government Furnished Equipment and Materials. 

 
1.4 The Contractor shall the develop solutions for the remediation of all current known Category 1 vulnerabilities, 

determined as valid, from the results of the DHAMS Security Posture analysis. 
 
1.5 The Contractor shall make their reasonable best level of effort remediate any unknown Category 1 

vulnerabilities, that are discovered as a result of the security analysis. 
 
1.6 After the remediation of Category 1 vulnerabilities, the Contractor shall, with Government approval, make their 

reasonable best level of effort to remediate Category 2 vulnerabilities followed by Category 3 vulnerabilities. 
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Current known DHAMS vulnerabilities are included, but are not limited to, the vulnerabilities listed in Attachment 1.  
The list of DHAMS vulnerabilities may increase or decrease as the DHAMS system is further analyzed by the 
contractor. 
 

• Attachment 1: DHAMS Vulnerabilities STIG List – a list of known applicable DHAMS vulnerabilities 
from the Security Technical Implementation Guidelines (STIG). 

• Attachment 2: DHAMS Vulnerabilities Description – a description of how vulnerabilities specifically 
affect DHAMS and the patches needed to remediate each vulnerability. 

 
Task 3 – Meeting Minutes  
The Contractor shall document all meetings and provide meeting minutes to the COR.  
 
IV.Designation of Technical Point of Contact (TPOC): 
 
The person named below is the TPOC for this task order: 

NAME:   Tom Knowlton 
CODE:    N641 
PHONE:
EMAIL: 

 
V.Deliverables 
 
Meeting Minutes 
The Contractor shall provide meeting minutes for all meetings attended as an MSC N6 representative and shall 
contain the following detailed meeting information: 

• Date and time 
• Purpose 
• Attendees 
• Summary of discussions 
• List of decisions / agreements 
• List of action items with assignments and due dates 
• Date, time and location of follow up meetings 

 
Software Code and Business Documentation 

• The Contractor shall provide the following deliverables as part of this task order: 
o Change Requests Forms 
o Functional Design Specifications 
o Technical Design Specifications 
o Change and Code Documentation 
o Test Plans 
o Test Results 
o Software Installation Instructions and Standard Operating Procedures (SOPs) 
o Source code and operating program for all designed and developed modules  
o System specifications for recompiling and deploying the software  
o System Administrator Standard Operating Procedures (SOPs) 

 
VI.Government Furnished Equipment / Materials 
 ����������	
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VII.Delivery Schedule 
 
All documentation deliverables shall be prepared using Microsoft Office products (Word, Excel, Project, and 
PowerPoint), PDF files, or in a format acceptable by the COR, unless the COR and contractor mutually agree to the 
use of other software. Delivery shall be posted to the MSC IS Portal (per the IS Portal handbooks), via email, and 
on a media determined to be acceptable by the COR. 
 
Description Due Date Media Type Delivery Point(s) 
Meeting Minutes 2 business days after meeting Soft Copy 

(Microsoft Office and 
PDF files) 

1 copy to COR/ACOR 
and TPOC  

Change Request Forms Weekly before the remediation of each 
vulnerability 

Soft Copy (Microsoft 
Office and PDF files) 

1 copy to COR/ACOR 
and TPOC 

Functional Design 
Specifications 

45 days after the project closeout review 
milestone , but no later than the end of 
the task order performance period 

Soft Copy (Microsoft 
Office and PDF files) 

1 copy to COR/ACOR 
and TPOC 

Technical Design 
Specifications 

45 days after the project closeout review 
milestone , but no later than the end of 
the task order performance period 

Soft Copy (Microsoft 
Office and PDF files) 

1 copy to COR/ACOR 
and TPOC 

Change and Code 
Documentation 

45 days after the project closeout review 
milestone , but no later than the end of 
the task order performance period 

Soft Copy (Microsoft 
Office and PDF files) 

1 copy to COR/ACOR 
and TPOC 

Test Plans  45 days after the project closeout review 
milestone , but no later than the end of 
the task order performance period  

 1 copy to COR/ACOR 
and TPOC 

Test Results  45 days after the project closeout review 
milestone , but no later than the end of 
the task order performance period  

Soft Copy (Microsoft 
Office and PDF files) 

1 copy to COR/ACOR 
and TPOC 
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Software Installation 
Instructions and 
Standard Operating 
Procedures (SOPs) 

30 days after the project closeout review 
milestone , but no later than the end of 
the task order performance period  

Soft Copy (Microsoft 
Office and PDF files) 

1 copy to COR/ACOR 
and TPOC 

Source code and 
operating program for 
all designed and 
developed modules  

Prior to the end of the task order 
performance period 

Source Code Files 
 

Soft Copy (Microsoft 
Office and PDF files) 

1 copy to COR/ACOR 
and TPOC 

System specifications 
for recompiling and 
deploying the software  

Prior to the end of the task order 
performance period 

Soft Copy (Microsoft 
Office and PDF files) 

1 copy to COR/ACOR 
and TPOC 

System Administrator 
Standard Operating 
Procedures (SOPs) 

Prior to the end of the task order 
performance period 

Soft Copy (Microsoft 
Office and PDF files) 

1 copy to COR/ACOR 
and TPOC 

 
VIII. Period of Performance 
 
Start Date: 01 October 2014   End Date: 16 December 2014 
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Section F - Deliveries or Performance 
 
 
 
 
DELIVERY INFORMATION 
 
CLIN  DELIVERY DATE  QUANTITY  SHIP TO ADDRESS  UIC  
          
0001  POP 01-OCT-2014 TO 

16-DEC-2014  
N/A  N/A 

FOB:  Destination  
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Section G - Contract Administration Data 
 
 
 
 
ACCOUNTING AND APPROPRIATION DATA 
 
AA: 97    X 4930 ND2A 000 00033 0 000033 2F00000000000000000  
AMOUNT: $   
CIN N00033526961020001: $   
 

(b) (4)
(b) (4)
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