APMCINST 5510.1

APMC-0S

24 November 1999

APMC INSTRUCTION 5510.1

Subj:  PERSONNEL SECURITY SUITABILITY DETERMINATIONS POLICY FOR  

          CIVIL SERVICE MARINERS AND APMC SHORESIDE EMPLOYEES

Ref:  (a) SECNAVINST 5510.30A

        (b) APMCINST 12752.2 CHG 1

Encl:  (1) APMC Security Department Adjudication Guidelines

         (2) APMC-0S/Form 28, NOV 99, Case Summary Information and ecommendation Sheet

1. Purpose.  To establish procedures for making personnel suitability determinations upon

receipt of personnel security investigations (PSI) conducted on civilian mariners and shoreside

employees of the Afloat Personnel Management Center (APMC). Reference (a) defines

suitability determinations and will be used in conjunction with enclosure (1).

2. Background.  Personnel security investigations (PSI) are initiated on all newly hired civilian

mariners (CIVMARS) and APMC shoreside employees. The PSI is conducted by the Office of

Personnel Management who forwards it to the Department of the Navy Central Adjudication

Facility (DONCAF) for security clearance determination. DONCAF forwards completed

investigations to the command initiating the PSI, and for those containing derogatory issues, will

ask that the command make a suitability determination before they make their security clearance

determination.

3. Policy.  The Security Department (OS) will review all CIVMARS and APMC shoreside

employees' PSIs for the purpose of making a suitability determination utilizing the Security

Adjudication Guidelines listed in enclosure (1). The results of this review will be documented

using Case Summary and Recommendation Sheet, enclosure (2).

4. Responsibility.

    a. The APMC Security Manager will ensure adherence to the above policy and task

Personnel Security Specialists to perform review of all PSIs for the purpose of making suitability determinations for all civilian service mariners and APMC shoreside employees.

    b. The APMC Security Manager will forward enclosure (2) to the APMC, Human Resources Department, Employee and Labor Relations Division on all CIVMAR personnel security cases.

c.  Director, Employee and Labor Relations Division will ensure review of each case in a

timely manner and provide the Security Manager with a copy of official notification of any action

initiated on each case forwarded by the Security Manager.

d.  The APMC Security Manager will discuss all APMC shoreside personnel security

Suitability determination cases with the respective Department Head and prepare enclosure (2) as

required.

e.  The responsible party, as outlined in reference (b), will coordinate initiation of any

disciplinary action warranted with the servicing Human Resources Office.

f.  The APMC Security Manager will be notified of any action taken on each APMC

Shoreside case.

g.  The APMC Security Manager will report, as appropriate, to the Director, APMC those

cases requiring senior management notification.

                                                                                         /s/ 

         Kevin Cassidy

Director

Distribution:

COMSCINST 5000.19

SNDL 41E (APMC Department Heads)

T-100 (Masters, MSC civil service manned ships)

Copy to:

SNDL 41A (COMSC N1)

41B (Area Commanders)

"Signed"
2

APMCINST 5510.1

24 November 1999

APMC SECURITY DEPARTMENT ADJUDICATION GUIDELINES

A.  INTRODUCTION

The following adjudicative guidelines are established for all United States Government civilian

and military personnel, consultants, contractors, employees of contractors, licensees, certificate

holders or grantees and their employees and other individuals who require access to classified

information. They apply to persons being considered for initial or continued eligibility for access

to classified information, to include sensitive compartmented information and special access

programs, and are to be used by government departments and agencies in all final clearance

determinations.

B.  THE ADJUDICATIVE PROCESS

1.  The adjudicative process is an examination of a sufficient period of a person’s life to

make an affirmative determination that the person is eligible for a security clearance. Eligibility

for access to classified information is predicated upon the individual meeting these personnel

security guidelines. The adjudication process is the careful weighing of a number of variables

known as the whole person concept. Available, reliable information about the person, past and

present, favorable and unfavorable, should be considered in reaching a determination. In

evaluating the relevance of an individual’s conduct, the adjudicator should consider the following

factors:

    a.  The nature, extent, and seriousness of the conduct;

    b.  The circumstances surrounding the conduct, to include knowledgeable participation;

    c.  The frequency and recency of the conduct;

    d.  The individual's age and maturity at the time of the conduct;

    e.  The voluntariness of participation;

    f.   The presence or absence of rehabilitation and other pertinent behavioral changes;

    g.  The motivation for the conduct;

    h.  The potential for pressure, coercion, exploitation, or duress; and

    i.   The likelihood of continuation or recurrence.

2.  Each case must be judged on its own merits, and final determination remains the

responsibility of the specific department or agency. Any doubt as to whether access to classified

information is clearly consistent with national security will be resolved in favor of the national

security.

3.  The ultimate determination of whether the granting or continuing of eligibility for a

security clearance is clearly consistent with the interests of national security must be an overall

common sense determination based upon careful consideration of the following, each of which is

to be evaluated in the context of the whole person, as explained in the guidelines (reference (a))

listed below:

     a. Guideline A - Allegiance to the United States.
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     b.  Guideline A - Foreign influence.

     c.  Guideline A - Foreign preference

     d.  Guideline A - Sexual behavior

     e.  Guideline B - Personal conduct

     f.   Guideline C - Financial considerations

     g.  Guideline D - Alcohol consumption

     h.  Guideline E - Drug involvement

     i.   Guideline F - Emotional; mental; and personality disorders

     j.   Guideline G - Criminal conduct

     k.  Guideline H - Security violations

     l.   Guideline I - Outside activities

    m.  Guideline J - Misuse of Information Technology Systems

4.  Although adverse information concerning a single criterion may not be sufficient for an

unfavorable determination, the individual may be disqualified if available information reflects a

recent or recurring pattern of questionable judgment, irresponsibility, or emotionally unstable

behavior. Notwithstanding, the whole person concept, pursuit of further investigation may be

terminated by an appropriate adjudicative agency in the face of reliable, significant,

disqualifying, adverse information.

5.  When information of security concern becomes known about an individual who is

currently eligible for access to classified information, the adjudicator should consider whether the

person:

     a.  voluntarily reported the information;

     b.  was truthful and complete in responding to questions;

     c.  sought assistance and followed professional guidance, where appropriate;

     d.  resolved or appears likely to favorably resolve the security concern;

     e.  has demonstrated positive changes in behavior and employment;

     f.  should have his or her access temporarily suspended pending final adjudication of the

information.

6.  If, after evaluating information of security concern, the adjudicator decides that the

information is not serious enough to warrant a recommendation of disapproval or revocation of

the security clearance, it may be appropriate to recommend approval with a warning that future

incidents of a similar nature may result in revocation of access.
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                                                                                                                                                            APMCINST 5510.1

                                          APMC CASE SUMMARY RECOMMENDATION             24 November 1999
SUBJECT: __________________________________________                                                          DATE:  ____________________

                                                                                                                                                                PAGE:  ________ OF _________

                                                                                                                                                               ADJUDICATOR:  ____________

RECOMMENDATION:  ___________________________________                            DENY/REVOKE:  ____________

REASON FOR RECOMMENDATION:
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